3GPP TSG-SA WG3 Meeting #95-BIS 
S3-191928
Sapporo (Japan), 24-28 June 2019
Source:
Huawei, HiSilicon
Title:
A solution to forward secracy
Document for:
Approval



Agenda Item:
8.19
1
Decision/action requested

Approve this contributin as a solution.
2
References

3
Rationale

To protect against passive eavesdropping, a Diffie-Hellman procedure is performed together with the authentication message exchange to establish a shared secret KDH between the UE and the AUSF.  
4
Detailed proposal

pCR

-------------------------------------------- BEGINNING of CHANGES ------------------------------------------
6.1.Y
Solution #1.Y: A solution to forward secracy based on DH between UE and AUSF
6.1.Y.1
Introduction

This solution addresses the Key Issue #x: a key issue on forward secracy
To protect against passive eavesdropping, a Diffie-Hellman procedure may be performed together with the authentication message exchange to establish a shared secret KDH between the UE and the AUSF.  The derived KDH can be used as an input for deriving the KSEAF. 

6.1.Y.2
Solution details

The UE generates a DH private key “a” and a DH public key “A”. When generating these keys, UE can reuse the public key system parameters used for SUPI protection. The UE can send its DH public key “A” and indicate its selection of DH system parameters using an index in an authentication message. If the AUSF chooses to establish a KDH with the UE, the AUSF also generates a DH private key “b” and a DH public key “B”.  The AUSF sends its DH public key B together with an authentication message. 
The procedure details are as follows. 

1. UE selects a set of DH system parameters from the public key system parameters for SUPI protection. With the selected system parameters, UE first generates a DH private key a, and then derive a DH public key A.
2. UE send its DH public key A together with the authentication messages to AUSF, and indicates which set of system parameters is adopted.

3. Based on the indication, using the same system parameters, AUSF generates a DH private key b, and derives a DH public key B.Then, AUSF derives a symmetric key KDH using its DH private key b and UE’s DH public key A. AUSF then derives KSEAF with a key derivation function (KDF) using KDH and KAUSF. 
4. AUSF send its DH public key B together with the authentication messages to UE. 

5. UE derives a symmetric key KDH using its DH private key a and AUSF’s DH public key B. UE then derives KSEAF with a key derivation function (KDF) using KDH and KAUSF.
6. The remaining procedures are the same as those specified in the mutual authentication procedure in TS 33.501. 

Figure 6.1.Y-1: Authentication Procedure with Diffie Hellman Exchange

6.1.Y.3
Evaluation

TBC

----------------------------------------------------- END of CHANGES---------------------------------------------------

3. Based on the indication, generate a DH private key b, and derive a DH public key B. Derive KDH using b and A.  Derive KSEAF=KDF(KDH, KAUSF).





5. Derive KDH using a and B. Derive KSEAF=KDF(KDH, KAUSF).
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1. Select a set of DH system parameters from the public key system parameters for SUPI protection. Generate a DH private key a, and derive a DH public key A. 





UE





2. Send A together with Authentication messages, and indicate which set of system parameters is used. 





4. Send B together with Authentication messages. 





6. The remaining procedures of mutual authentication. 








